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Synopsis

Operational, tested information security and privacy practices for the healthcare environment
Written by an expert in the field with multiple industry certifications, this definitive resource fully
addresses information security and privacy considerations and their implications within the business
of patient care. The book begins with an overview of the organization, financing, and delivery of
healthcare and discusses technology, terminology, and data management principles. The topic
coverage continues across all aspects of information security and privacy, with a special emphasis
on real-life scenarios in clinical practices and business operations in healthcare. Learn best
practices for healthcare information security and privacy with detailed coverage of essential topics
such as information governance, roles and occupations, risk assessment and management, incident
response, patient rights, and cybersecurity. Written for a global audience, this comprehensive guide
addresses U.S. laws and regulations as well as those within the European Union, the United
Kingdom, and Canada. Healthcare Information Security and Privacy covers: Healthcare
organizations and industry Regulatory environment Risk-based decision making Notifications of
security and privacy events Patient rights and healthcare responsibilities Anatomy of a cyber attack
Protecting digital health information Privacy and security impact on healthcare information

technology Information governance Risk assessment and management
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Customer Reviews

| took and past my HCISPP (ISC2) certification. | used several books, but this one is far and about



the best. It was complete, interesting and motivating. Sean Murphy know what he’s talking

about.Should you be studying for the HCISPP certification, this book is all you need.

An excellent book. | really enjoyed the way the material is developed. Unlike many books of this
nature - where | find there is a lot of fluff - | thought that this book was dense with information and
every page had relevant and interesting points. My copy has lots of underlining now, as well as tabs

marking important areas that | will re-read. It's a great reference, very thoroughly researched.

This is one of the best books on healthcare information security and privacy | have read. Concise,
but very informative. | worked in healthcare for over five years in the information security space. As
any professional in the field knows, our education never stops. And it is key that we share our
experiences with each other. And this book does exactly that. The author respects the reader. He
doesn’t try to portray his book as the final authority in the field.l think this is a great book for people
who want to get acquainted with the healthcare information security space. And it serves the

existing professional as well.

Excellent book and great study material for the (ISC)A A HCISPPA A® - HealthCare Information
Security and Privacy Practitioner exam. | only had 8 days to study for the test, and three days were
spent taking the (ISC)A A classroom training, which left only 5 for self-study. | ordered Sean’s book
a week ago, got it last Friday, and read it cover-to-cover over the weekend. It's a great supplement
to the HCISPPA A® CBK. The book covered a lot of ground in a readily digestible format, in some
ways it was better than the CBK. At a minimum | recommend reading them in tandem. In summary,

| highly recommend this book, particularly if you're planning on taking the HCISPPA A®. And yes, |

passed the exam last night. Thank you Sean!!!
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